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DEFENSE OF WEBSITES




DARIUS POVILAITIS

Work In the cybersecurity area

Investigations In the cybersecurity
area (http://tyrimai.esec.lt  /
darius@esec.lt)




PRESENTAION

This presentation Is a practical
approach towards website defense - In
particular for websites related to
finance ( e.g. electronic banking
websites ) and for websites containing
massive amounts of personal data (
e.g. eshop ).
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PRESENTAION

P.S.:

During presentation the essential
iInformation is highlighted in yellow or
red

If you have any guestion please do ask
Instantly



MAIN REASUNS FUR
INTRUSIONS

money
Information

discreditation

lllegal usage of resources — e.g.
cryptomining

etc.



WHY SYSTEMS ARE INSECURE?

Vulnerabilities in the systems are due to many
different factors — we will not analyze reasons for
that. The main question is - how to prevent or
reduce impact of those possible vulnerabilities ?

While designing the system you should consider
security iIssues from very beginning. Such an
approach for system design from the security
point of view Is given in

~OWASP Testing Guide®. Together with a “owasp

programming guide” they for strong basis for
system security.



IMPORTANT !!!

Intrusions In most cases are stealthy
and happens when no one expects
them



DEFENSE of WEBSITES

While defending website there are 2
mandatory steps in order to succeed:

Pentests
Web application firewalls



BEFORE WEB APPLICATION
FIREWALL

3. Attack “YourwebSite” at address |IP1

4, Response to exploit, possible data
leakage, etc.

YourW ehSite (IP1)

OMS server
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AFTER WEB APPLICATION FIREWALL

d.dean trafficto "YourWwehbSite” at
address IP1, exploits stopped

3. Attack "Your'W ebSite" st addressIP2

6. Response to legitimate request, data i
leakage stopped

5. Response to legitim ate request

Defence layer at

webdefence.org [ IP2 ) YourW ehSite (IP1)

OMS server
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HOW TO DEFEND A WEBSITE ?

Let's have a look at the main
technigues for defending website using
web application firewall:

Blacklist

Whitelist

Blacklist + Whitelist
Entry control
Parameter control



HOW TO DEFEND A WEBSITE ?

“Spying” user

XSS defense

Bruteforce defense

Scoring defense profile violations
Error cloacking

Reaction
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VYRIAUSIOJI RINKIMY KOMISIJA



BLACKLIST

Blacklist defense Is a signature based
defense. This Is the simplest and fastest
approach to defend against most popular
attacks. New attacks or attacks for which
there are no signatures will not be
detected. E.qg. illegal connection to website
administration panel will not be detected.
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BLACKLIST

This 1s the most common approach to
defend websites. It Is also the

cheapest one, but not the most secure.

https://www.vrk.|t/?testas=1%27%20
0r%201=1%20--



REMOTE_ADDR @eq 188.69.192.154

23 events, page:« i B ’
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Event ID

WmdvpTImQP
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N
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A
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Date Sensor Received

28.01.2018 Ib_ngwaf 28.01.2018
WmAveTIMQP “22:16:37 [N 22:16:37

28.01.2018 Ib_ngwaf 28.01.2018
WmdvpTImQP *5,.16:37 221637
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28.01.2018 Ib_ngwaf 28.01.2018

22:16:37 m 22:16:37

Site

7?

Tags

Severity

Score:-1

Score:-1

Score:-1

Source Destination

IP: 188.69.192.1564 Method: GET Host: wwwiRit

Country: LT jml URI:/

Port: 33442 Response: 302

IP: 188.69.192.1564 Method: GET Host: wwwiRlt
Country: LT gl URI:/

Port: 33442 Response: 302

IP: 188.69.192.154 Method: GET Host: wwwiRlt
Country: LT g URI:/

Port: 33442 Response: 302

15

Message

SQL Injection Attack Detected :
via libinjection Rule: 942100

SQL Injection Attack Detected :
via libinjection Rule: 942100

SQL Injection Attack Detected :
via libinjection Rule: 942100



WHITELIST

Let’s assume that web application firewall
allows only some requests which are
predefined in advance. All other requests
are simply dropped. In this case web
application firewall works In so called
“whitelist mode”

“Whitelist mode” — it requires much more
effort to configure but the result I1s better
then using “blacklist mode”

;SR LIETUVOS RESPUBLIKOS G
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1 events, page:dm 1 =

O Event ID Date Sensor Received  Site  Tags Severity Source Destination Message
IF:94.130.108.59  Method: GET Host: www.vrk.It
WoqyaQr4QA 1230582318 ww%afl 123[)%82358 ?? Score: -1 Country: UAMS o). finvoice/report/1 Request URL not in profile Rule: 10
o o Fort: 28624

Response: 302
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WHITELIST + BLACKLIST

It iIs possible to defend website using
mixed WHITELIST +  BLACKLIST
approach — In this case the defense Is
better then compared to a single
blacklist or whitelist approach.



ENTRY CONTROL

This defense technique blocks all
requests untill a visitor IS
unauthenticated

This Is a very effective approach to stop
anonymous / unauthenticated attacks



ENTRY CONTROL

https://org.rinkejopuslapis.lt/test



525 events, page:dm 1 =

Event ID Date Sensor  Received

19.02.2018 org_wk 19.02,2018

WoqZuvw@iH "4 5541 R o241

19.02.2018 org_wk 19.02.2018

WogqZsVw@jH " .55.53 N 1132:34

19.02.2018 _org vk 19.02.2018
WogXW@iH 110300 [N 11:23:11

19.02.2018 org_wk 19.02.2018

WoqTQW@IH 110506 [N 11:05:07

.. 10.02.2018 _org wk  19.02.2018
WogNXVW@IH 15,3057 [ 10:39:5¢

10 N0 NTe arm wrle a0 anto
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Source

IF; 54.37.85.61
Country: US B
Port: 52771

IF: 54.37.85.61
Country: Us @5
Port: 52717

IF: 216.244.66.235
Country: US @
Fort: 48793

IF: 84.46.168.9
Country: LT
Fort: 41478

IP: 78.56.235.71
Country: LT
Fort: 30822

IP: 78.56.235.71

Destination

Method: GET Host; org.rinkejopuslapis.t

LRI /documents/10434/49803/DTS+naudotojo+vadovas. docx/646f5dce-

cdcB-4fef-97a6-0bdbbfcdcBfd
Response; 302

Method: GET Host: org.rinkejopuslapis.It

URLI: /robots. bt
Response: 302

Method: GET Host: org.rinkejopuslapis. It

URI: frobots. bd
Response: 302

Method: GET Host: org.rinkejopuslapis. It

LRI frp-theme/images/favicon.ico
Response; 302

Method: GET Host: org.rinkejopusiapis. it

LRI Irp-theme/images/favicon.ico
Response: 302

Method: GET Host: org.rinkejopuslapis.t

21

Message

Entry control
violation -
user not
logged in

Entry control
violation -
user not
logged in

Entry control
vialation -
user not
logged in

Entry control
violation -
user not
logged in

Entry control
violation -
user not
logged in

Entry control

ST



PARAMETER CONTROL

http://www.vrk.lt/home?argl=1



PARAMETER CONTROL ( name )

1 events, page @ 1 =

Event ID Date Sensor Received  Site  Tags Severity  Source Destination
IF:Q 0 58 Methad: Host
WorBdArdoa 19:02.2018 www wrk K _waf2 19.02.2018 1 K- 3 oFT
R 14:22:13 i =
Response: 302
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Message

WWW kIt
Unknown argument name Fule: 11




PARAMETER CONTROL ( value)

16 events, page:dm 1 =

Event ID Date sensor Received
Wokauardon 1007 500" " e Y zas0.
Wokauarion "G " " B 092650
woenburda 10 " P 3600
WobeFArdon 10 S " e S35
wobsraraon 1Ll P iraids.
WoZJwwrdQA 16,02.2018 www_vrk_It_waf2 16,02,2018

05:02:27 05:02:28
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Site

22

o2

o

i

29

Tags

Severity

Score:-1

Score:-1

score:-1

Score:-1

Score:-1

Source

IP: 207.46.13.164
Country: US &5
Port: 17236

|IF; 207.46.13.164
Country: usEg
Fort: 17236

|IF:198.144.157.39
Country: US B5
Fort: 34088

IF:54.36.148.13
Country: US E§
Part 53125

IF:54,36.148.13
ountry: US B
‘ort: 53125

o0

=

:104.254.245,106
Country: --

FPort: 51870

Destination

Method: GET Host: www vric,It
LRI fenf2016-seimolrezultatal
Response: 302

Method: GET Host, www.vrk.It
LRI fenf2016-seimo/rezultata

Method: GET Host: www . vrk. It
LRI /pke86/dalyvial
Response: 302

Method: GET Host: www.vrk.It
LRI fenf2016-seimofrezultata

Method: GET Host: www .vric.It

LIRI: Jen/2016-seimolrezultatai
; onse; 302

Method: GET Host: www.vrk.It

LRI fenftaikytini-ikainiai-2017-
mer

Message

Unallowed argument
srcurl value

Unallowed argument
srcurl value

Unallowed argument
srcurl value

Unallowed argument
srcurl value

Unallowed argument
srcurl value

Unallowed argument
srcurl value

Rule; 20

Rule: 20

Rule: 20

Rule: 20

Rule: 20

Rule: 20



PARAMETER CONTROL ( value)

- -WONZ1wr 4QAUAAHO1YOAAAAAN-A- -

[13/Feb/2018:23:34:15 +0200] WoONZ1wr4QAUAAHO1YOAAAAAN 35.227.103.175 35765 10.248.64.5 80

- -WONZ1wr4QAUAAHO1YOAAAAAN-B- -

GET /taikytini-ikainiai-2017-mer?

p_p_1id=82&p_p_lifecycle=1&p_p_state=normal&p_p_mode=view& 82 struts_action=%2Flanguage%2 FM_BQ_red irect=%2Ftaikyt
ikainiai-2017-mer%3FsrcuUrl%3DreklamIkainiai%2FkampIkainiaiHtml%253FpkId%253D964%2526zpId% &languageId=en_GB
HTTP/1.1

Accept-Encoding: gzip

CF-IPCountry: US

CF-RAY: 3ecae92391a09fc6-TIAD

X-Forwarded-Proto: http

CF-visitor: {"scheme":"http"}

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; pt-PT; rv:1.9.1.2) Gecko/20090729 Firefox/3.5.2 (.NET CLR
3.5.30729)

Referer: http://www.vrk.lt/taikytini-ikainiai-2017-mer?
p_p_id=82&p_p_lifecycle=1&p_p_state=normal&p_p_mode=view& 82 struts_action=%2Flanguage%2Fview'A=0& 82 redirect=%2Ftaikyt
ikainiai-2017-mer%3Fsrcurl%3DreklamIkainiai%2FkampIkainiaiHtml%253FpkId%253D964%25262Zp1d%253D5409&languageId=en_GB
Content-Type: text/html; charset=utf-8

CF-Connecting-IP: 35.227.103.175

X-Mentainance: False

X-Forwarded-For: 35.227.103.175

x-allow-ip: false
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“SPYING™ USER

It IS possible to Interpret in a human
understandable way the requests that
the website visitor performs. In this
case you can see Vvisitor actions at a

high level



“SPYING™ USER

45 events, page:dm 1w

Event ID Date Sensor  Received  Site  ggs Severity Source Destination Message
IF:88.119.96.174  Method: POST Host: org.rinkejopuslapis.it
s} k
WoptPlw@ijH 1690i82gé8 el 13905822318 7 Score:-1 Country: LT sl URL: fprisijungt Evaldzia Client authentication successfull Fule: 404
Fort: 53463 Response: 302
IF:88.119.96.174  Method: POST Host: org rinkejepuslapis.it
9 k 19
WopATLW@H "oprare T° ek 00 27 Country: LTHE  URl: forisijungt Client disconnected Rule: 402
Fort: 62277 Response: 302
IF: 88,119.96.174  Method: POST Host: org.rinkejopusiapis.|t
., 19.02.2018 _org vk 19.02.2018 e g o ; s i
WopxVW@IH .41 05 m 08:41:26 o H.I:'V' LT ol URI: fprisijungt Evaldzia Client authentication successfull Fule: 404
Fort: 52844 Response: 302
. |F:88.119.96.174  Method: POST Host: org. rinkejepuslapis.it
5 k 5
WoVOILW@IH "1 07 2 T° ke 12022008 o7 Scorei-l  Country:LTHE | URI: fprisjiungt Evaldzia Client authentication successful Rule: 404
Fort: 61741 Response: 302
: IF:88.119.96.174  Method: POST Host: org.rinkejopuslapis It
5 k 5
WoVLBIW@IH 222000 ey 12022028 22 re-l  Country: LTHE | URItjerisiungd Evaldzia Client authentication successfull Rule: 404
T o Fort; 56635 Response: 302
; IF:88,119.96,.174 Method: POST Host: org.rinkejopusiapis.|t
5.02. org_vrk 15,02, - : —
WovKzZFw@H 15 022018 ety 12022008 oy core:-l  Country: LT [URIVerisiiinat Evaldzia Client authentication successfull Rule: 404
152,52 10:52,52 A prisijung
Port: 55322 Response’
Response: 302
3 IF:88,119.96.174  Method: POST Hoest: org.rinkejopusiapis.|t
., 14.02.2018 org vk 14,02,2018 _— i il
WoRYfFw@jH 17:40:44 17:40:45 " ‘-‘”LH.I:- LT il URI: fprisijungt Client disconnected Rule: 402
Fort: 52003 Response; 302
a 9.06 d: st i
- s smeene s IF i} ll._o 174 Method: POST Host: org.rinkejopus|apis.It — - =
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XSS DEFENSE

XSS attack — one of the most
dangerous attacks against users for
websites which contains financial or
personal data

It's possible to tune web application
firewall In a way that XSS attacks
becomes impossible



SENSOR_ID @eq 27 RULE_ID @eq !910000

132 events,page:4@ 8 ®p

@

[0

7]

Event ID

WmmcamwtF3

WmmR2q5f-e

Date Sensor Received  Site

25.01.2018 eshop_ngwaf 25.01.2018

105022 [N 105022 7

25.01.2018 eshop_ngwaf 25.01.2018 ,,,
101418 [EEEEE 101418
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RULE_ID

Tags

@eq 604

Severity

Score:-1

Score; -1

Source

1P: 193.219.87.239
Country: LT sl
Port: 33640

IP: 66.102.8.218
Country: US g
Port: 48307

Destination

Method: GET Host: _.Il

URI: [shopiview/2-pm-viln-np
Response: 302

Method: GET Host -.ll

URI: fassets/4845a9db/css/fonts/RobotoSlab/stylesheet.css

Response: 302

29

Message

Possible session hijacking. Expected session address
84.15.180.50 but got 193.219.87.239

Possible session hijacking: Expected session address
66.102.8.214 but got 66.102.8.218

Rule: 604

Rule: 604



REMOTE_ADDR

3 events,pagedm 1 =

Event ID Date

29.01.2018

Wm7dQOoOkvI7 10:37-23

289.01.2018

Wm7dQUIEVIT 10:37:21

29.01.2018

Ll b

29.01.2018
Wm7dPkkVI7 10:37-18

29.01.2018
Wm7dOokvI7 10:37:15

29.01.2018

Wm7dGCOQAj 10:36:40

28.01.2018
Wm7dCnmAlx 103696

208.01.2018

Wmie72jdeR 10:35°50

|._':'..'-|'|

BRUTE FORCE DEFENSE

10.0.26.17

Sensar Receved

eshop_nzwaf 29.01.2018

T 103723

eshop_nzwaf 29.01.2018

Tl 103721

eshop_nzwaf 29.01.2018

[ mod.., [RVRCE AL

eshop_nzwaf 29.01.2018

T 103718

eshop_nzwaf 29.01.2018

B 103715

eshop_nzwaf 29.01.2018

T 103640

eshop_nzwaf 29.01.2018

10:36:26

eshop_nzwaf 29.01.2018
ETEEEN 103559

Site

k.

77

7

7

7

7

7

Tags

Severity

Score:

Score:-

acore:-

Score:

Score; -

Score; -

Score:-

-1

=ik

Source

IF 1002617
Country; --
Port 48200

IF:10.0.26.17
Country; --
Faort: 48200

IP: 10.0.26.17
Country; --
Fort: 48200

P 1002617
Country; --
Fort; 48200

IP:10.0.26.17
Country; --
Fort 48200

IF;10.0.26.17
Country; --
Fort: 48136

P 10.0.26.17
Country: --
Fort: 48132

IF:10.0.26.17
Courtry; --

Destination

Method: POST Host:

LRI flogindin
Fesponse; 302

Method: PQST Host:

LR flogindin
Fesponse: 200

Method: GET Host:

URI: Isitefcaptcha
Fesponse:; 200

Method: POST Host:

LEL floginiin
Fesponse: 200

Methed: PQST Host:

LRI floginfin
Fesponse: 200

Wethod: POST Host:

LFEL flogindin
Fesponse; 200

Method: POST Host:

LR flogindin
Fespaonse; 200

Method: POST Host:

LEL flogindin

Enfarcing earlier IP address hlockfor 1 hour Fule: s

Message

Login failure Fule: 405

Brute force detection - hlacking for 15 min Fule: 412

Lagin failure

Login failure

Lagin failure

Login failure

Login failure

Bule:

Rule:

Rule:

Fule:

Rule

405

405

405

405

405



SCORING DEFENSE PROFILE

Edit PEMOTE ADDR @eq 10.0.26.17

1 events, page:dm 1 ®p

Event ID Date Sensor Received Site Tags Severity i BeEsHREan Message
20.01.2018 eshop_nzwaf 29.01.2018 2ISLIERAT (Metiod RO Hee
: AL _Nna 1. a9 e Countv - = :
WmrdQOMIT “y0.97.0: DN 103723 ek = fleginfin
Fort 48200 = e
302
29.01.2018 esh t 29.01.2018 MARAAT" | Method2 FOST. Host
01, eshop_nzwat 29.01. ’
Wm7dQUKVI7 e = ! 7 core:-1 ntny: -- EI floginfin Login failure Fule 405
103721 N 103721 Bort 48200
200
29.01.2018 eshop_nzwaf 20,01 2018 . e O
J1. e 2 y ke ; Hilk
Wm7dQUIKVIT 10:37:21 m 10:37:21 7 re: -1 ouniry: -- 121 Isitefcaptcha Brute farce detection - blocking for 15 min Fule: 412
Port 48200 Pac
200
20,01.2018 eshop_nzwaf 29.01 2018 BT ‘Matfo: UK Flocd ;
. : I et 7 Score:- Intry: -- F i | =uie
Wm7TdPkKWIT 103718 [TEEEN 103718 = | Noginfin Login tailure Fule 405
- 48200 nse
200
29.01.2018 eshop_nzwal 29.01.2018 - gl i
. . — . 21 T uniry: = _ i e
Wrn7dookvIT7 103715 [CEEE 103715 ? C 1 . Pl floginfin Login tailure Pule 405
Fort 48200 Pasnonse
ponse: 200
T 10.0.26.17  Wethod: POST Host It
N _ N2 4 5 29 S r e - niry - e, i ‘e
Wm7dGCOQAI ™15 acag T 103640 core:-1 ; IPL Nloginfin Loginfailure Fule 405
Port 48136 Py s
sponse; 200
29.01.2018 esh f 29.01.2018 FEARUERLT Mehod: GRRT Rest 5
29,01 eshop_nzwaf 20,01 s AT
= 77 Core:- Country. -- = o Pule
Wm7dCnmAlx 10:36:26 m 10:36:26 77 Score:-1 SR IPI floginfin Legin failure Fule 405
Fort 48132 Da nse 200
297012018 wiiop e 29013018 P:10.0.26.17 Method: POST Host It
. ML _NA 1. 29 . . " N - ) o ! bt
Wm7c72j4eR 103550 [N 103559 Score’-1 =il JEI Noginfin Login failure Fule 405

se: 200



ERROR CLOACKING

Errors that websites discloses to the
visitors should be hidden. If the
visitor encounters an error It IS
possible to redirect visitor to the main

website page

https://www.vrk.lt/css/print.css



404 events, page:dm 1 wp

k) Event ID Date sensor Received  Site Tags
D veqraon 192200 VR 900t

D oo 022010 W 1902205 o,

B weion 22010 Wi 102208

D opiarion 210 e 192208

0 vooarion 522018 Wl 15022015

0 WogaNgrdQA 19.02.2018 www_wrk_It_waf2 18.02.2018

11:34:46 11:34:46
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Severity

Score: -1

Score -1

Source

[F:94,130.108.59
Country: LA e
Fort; 62665

IP:195.182.69.130
Country: LT sl
Port: 37575

[F:204.79.180.5
Country: USEE
Fort: 49247

IF:158.129.132.180
Country: LT sl
Fort: 11581

IF; 163.172.66.19
Country: GBEIg
Fort: 52120

IP:165.225.84.90
Country: USEE
Poar /1401

33

Destination

Method: GET Haost:

URI: fcssfprint.css
Response: 302

Method: GET Hast:

URI: fessfprint.css
Response: 302

Method: GET Host:

URI: fcssfprint.css
Response; 302

Method: GET Host:

URI: fcssiprint.css
Response: 302

Method: GET Host:

URI: fessfprint.css
Response: 302

Method: GET Host:

URI: fcss/print.css

WWWw. vk It

WWW, vk It

WWW VIt

Www vk It

WWW KTt

WWw .k It

Message

Cloacking Rule:

Cloacking Rule:

Cloacking Rule:

Cloacking Rule:

Cloacking Fule:

Cloacking Fule:



REACTION

At the moment that an ongoing
attack has been identified it should
be stopped immediately. It can be a

block for offending IP address for
some time.

https://www.vrk.lt/phpmyadmin.php



364 ;uents, page:dm 1 =p

O Event ID Date sensor Received  Site  Tags
D wearyarion 1502200 R 02 20E

D weacarion L0 Weangeuit 15022me

| Wespucrion 2510 e 190200

0 werpaarign 1502708 g 15022018,

0 weorEgrion 2010 WaaRgeR 502 s

T e e R e
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Severity
Score;-1
Score:-1
score; -1
Score:-1
Score:-1
Score; -1

Source

|F:84.130.108.59
Country; UaA ==
Fort: 63479

IF:113.128.104.212

Country; CN [l
FPaort: 17424

IF:124.225.46,114
Country: CN [l
Fort; 63913

IF; 220.175.60.228
Country: CN [l
Fort; 65300

IF: 175.152.28.178
Country: CN [l
Port: 18446

IF:124,235.138.236

Country; CN [l
Fort: 65086

35

Destination

Method: GET Host: www vrk. It
LR fphpmyadmin. php
Response; 302

Method: GET Host: www .vrk. It

URI: fogShow.aspx
Response: 302

Method; GET Host: www vrk. It

URI: fogShow.aspx
Response: 302

Method: GET Host: www.vrk. It
LRI JogPipe.aspx

Response: 302

Method: GET Host: www.vrk.t
URI: fogPipe.aspx

Response; 302

Method: GET Host: www vk, It

URI: fogShow.aspx
RPacnnnea: N2

Message

You should not access
any PHP file - block it
for 1 hour

You should not access
any PHP file - block it
for 1 hour

You should not access
any PHP file - block it
for 1 hour

You should not access
any PHF file - block it
for 1 hour

You should not access
any PHP file - block it
for 1 hour

You should not access
any PHF file - block it
for 1 hour

Rule: 8

Rule:8

Rule: 8

Rule:8

Rule;8

Rule: 8



RESULTS

While using all above mentioned
defense technigues It becomes
extremely difficult for an attacker to
takeover a website

All shown defense technigues can be

Implemented using “open source”
software.



RESULTS

All shown defense technigues does
not require any website modifications
— 1.e. the defense Is transparent.
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