
The Potential Risks of Using 
Internet Technology in Election 
Campaigning 

 

Dr. Jenő Szép PMP, CISA, CRISC, ITIL 

Expert, ACEEEO 

22nd ANNUAL CONFERENCE AND GENERAL 

ASSEMBLY MEETING OF THE  

ASSOCIATION OF EUROPEAN ELECTION 

OFFICIALS (ACEEEO) 



Content: 
• Relevance 

• Traditional vs. internet campaigning 

• The Select-Process-Act cycle 

• Controllers – ways of influencing processes 

• Theoretical approach 

• Influencing factors 

• Legal and illegal techniques for influencing 

• Conclusions 

  

 

 

2 



Relevance 
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54% time  
online 

76% online 
media 



Relevance 
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/CODE OF GOOD PRACTICE IN ELECTORAL MATTERS 

 European Commission for Democracy Through Law (Venice Commission) 

/COPENHAGEN DOCUMENT 

 OSCE 1990 

Ensure to permit political campaigning to be 

concluded in a fair and free atmosphere 

Freedom of voters to form an opinion requires the state 

to honour duty of evenhandedness, particularly mass 

media, billposting … 



Traditional media 
Influencing and forming opinion of voters by providing 
information 
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Initial 

INFORMATION 

MEDIA 

VOTERS 

Traditional media: newspaper, radio, television 



Internet campaign - WEB 2.0  

6 

Initial 
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MEDIA 

VOTERS 

  People, 

Tools 

INTERNET 

  

Act 

Tools are: browser, search engine, social media, mail, forum, blog, … 

Positive feedback 
 

Self-amplification 
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Internet campaign - WEB 2.0  



Internet campaign - WEB 2.0  
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Theoretical Approach 

• Cooperative Game Theory 

• Nonlinear system theory  

• Web Sphere Analysis and 
Cybercultural Studies 

• Social Network Analysis 

• Online Marketing 

• Geo Marketing. 
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These theories 

can be used to 

maximize 

campaign effect 

while minimizing 

efforts  
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Controllers - Influencers 
• Search engines 

• Top of lists  

• Friends 

• Celebs 

• News editors 

• Moderators at blogs, forums, etc. 

• E-Mail 

• Advertisements. 
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Celebs – as influencers /1 
Celebrity branding  
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The first YouTube video to reach a billion views! 



Celebs – as influencers /2 
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Hiring celebs 

6.5 million 
subscriber 

on YouTube 



Celebs – as influencers /3 
Account hacking: 

• On January 5, 2009, Obama's 
campaign account 
@BarackObama was hacked 
and domain hijacked. 

 

• In July 2011 FOX News's 
Politics Twitter account 
(@foxnewspolitics) was 
hacked, and Obama was the 
subject of a death hoax. 
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SEO – Search Engine Optimization 
 Keywords 

 keyword stuffing, hidden content, 

 Page Rank – links to the beneficiary page 

 redirect search engine crawlers, 

 link stuffing (place hidden links) 

 Hidden rules of search engines 

 uncontrolled private interest, social engineering  
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Botnets 
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CnC servers in Europe - Cyber Attack Landscape 

report by FireEye, 2013 based on 12 million callbacks 

Cyber army for hire: 

• Stealing passwords at 
social networks 

• Spamming 

• E-mail 

• Blog 

• Comment 

• DDoS 

• Click fraud 

 



Hackers 
Hacking is a general term for exploiting weaknesses in a 
computer system or computer network motivated by a 
multitude of reasons. 

By hacking one may increase the number or value of: 

• Views 

• Followers 

• Subscribers 

• Likes 

• Page ranks 

• Keywords 
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19 www.hackforums.net 

Old Tumblr Accounts? 

Anyone has an Instagram Follower Bot? 

Instagram 10k+real followers 

Tumblr Follow Script (Gain hundres of followers) 

Instagram 1000 likes free 



Conclusions 
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• Planned optimized influences can be very 

effective. 

• Using controllers the effect of the campaign on the 

voters can be changed significantly. 

• Controllers may be influenced by ethical and/or 

non-ethical, legal and/or illegal ways, while fraud 

can still hardly detected. 

• Election officials, observers should pay attention 

not to let social media hacks violate principles of 

democratic elections. 
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Thank you for your attention! 
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