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Automated Systems in the Election Process

Dear conference participants, colleagues!

First of all I must say that we were happy to accept an invitation to
make a presentation on an important and actual for election officials of
many countries topic of automation of the election process.

The Russian electoral system is still very younge-celebrated its 10
anniversary a month ago. But from the very begigranlarge-scale utilization
of information technologies was an integral partaofivities of the system of
election commissions of the Russian Federation.inguthis time we have
formed a clear and specific vision of the role glate of automation in election
processes and the directions in which informatmatin this area should
develop. We would like to take advantage of thipapunity to share this

experience with you.

All elections in the Russian Federation of the fatland regional levels
(including the municipal ones) are conducted usithg common State
Automated System “Vybory”. Its logical architecturgly corresponds with the
hierarchical interrelations of the system of elmctcommissions headed by the
Central Election Commission of the Russian Fedamaéind amalgamates — in

the informational sense — the work of all electtommissions.



Yet in early 90’s the CEC of Russia was facingrien problem of what
kind of a system we wanted to build: would it auadencertain elements of the
election process (such as the vote count and sedetermination) or the entire
election system of the Russian Federation. In otwds, we were facing the
choice of whether to build “a very large calculator to develop a new type of
system solutions integrating automation in the splo¢ relations that emerge in
the course of the election process.

We chose the second path that resulted in the a@went of original
system solutions of the State Automated System &vyb While doing that we
studied experiences of a number of countries ircwimformation technologies
are actively used in elections. At the same timmeould like to stress that the

system was created without any borrowings fromifpranalogues.

The system was created to achieve the followindgsgoa

First, to reduce the labor output ratio and information
processing terms when conducting elections and

referenda;
Second, to increase the reliability of electionutessdata, protect them from

possible distortion, and simplify the public comtro
And third, to enhance the trust of the society wéspect to the election system.

It was this approach that determined the most itaporqualities and
distinctive features of the GAS “Vybory”.

It can be said that the uniqueness of the GAS “Whis in that it lay the
groundwork for the development of a new class addfan information systems
— that of socially-oriented ones. It automates firecess of democratic
formation of state’s power structures and in tleaisg its users are not ministries

or enterprises but all the citizens, the sociatg the country upon the whole.



Thus, the functioning of the GAS “Vybory” is notrdined to the solution
of technical problems of data transfer and proogssihe foundation of the
system is the normative base of elections whicborsstantly being improved
and in certain regions and municipalities can bsemally different. The
problem of translating norms of humanitarian arghlanature (the election law)
into a set of formalized processes that can benaated has been solved at the
system level.

That is why one may state that the GAS “Vybory”liseprovides for the
implementation of the election rights of citizens compliance with the
Constitution and legislation of the Russian Fedenatas well as international
election standards.

Another important quality of the system is its aadagity. Taking into
account the permanent improvement of the legigalisase of elections in the
country and its regions the system was bluepriateti built as an adaptive and
multi-tasking one that is capable of catering stamgously to elections of
different kinds based on normative acts of difféedenels. The system supports
all types of election processes and most imposgtardbnducts them
simultaneously.

The GAS “Vybory” is equally reliable both as a ®ymst of the federal
level and as independent regional and even muiisydasystems (fragments).
The system allows simultaneously conducting allsgme types and levels of
election campaigns existing in the Russian Fedsrati

The idea of developing typical complexes automatiregwork of election
commissions turned out to be a fruitful one. Farhelaorizontal level of election
commissions there has been developed a specifec df/phomogeneous HW &
SW environment. This solution entails such qualitss adaptability, scalability,
reliability, and viability which make it possible support the national election
system of the Russian Federation within the chan@ggal environment in an

operative mode.



All of the above said allows one to make a conolushat as of today the
GAS “Vybory” has no analogies in the world.

Now to the basic functions currently fulfilled blget GAS “Vybory” for
the purposes of preparation and conduct of elestas it follows from the
Russian legislation.

It is, first and foremost, the permanent replenishtrand development of
the legal information base, planning of electiompaigns and electoral actions
for each campaign, and organization of financigpsut of election campaigns
using the budget resources.

Surely, voter databases are regularly replenishret updated; parties,
election blocs, and candidates are registered tgepandates are issued.

Accumulation and expenditure of election funds arfididates running for
elective offices are monitored in the course ofctes, as are rules of
campaigning accounted for by the legislation.

Finally, data from precinct election commissionsdtpcols are entered,
preliminary and final voting results are determinaad election results are
published.

Let me also say a few words about technical spatiins of the GAS
“Vybory”.

The system is distributed throughout the territofifRussia (and this is 11
time zones) and is to be found practically in eafcthe 3,000 cities and district
centers. The computation facilities of the systewwiude almost 10 thousand
computers joined together in an integrated netwast#d deliberately separated
from the Internet environment.

Within a matter of four to five hours the GAS “Vyiy® is capable of
collecting and summarizing data from the most rentstricts of the country
(there are more than 94 thousand election precindtse country). At the same



time, the system allows to simultaneously condiett®ns of different levels
accounting for the changing and overlapping adrratise and territorial units.

A complex security infrastructure has been put plaxe to safeguard the
transfer and storage of system data, as well aagare safe access to the GAS
“Vybory” functions and data. Security is ensuredotlgh a complex of
hardware, software, and organizational measures.

Over the past years the GAS “Vybory” has been ssfally employed to
facilitate the conduct of five federal, approximat&00 regional, and almost
1,500 municipal election campaigns. | would like dtrify that a typical
example of an election campaign of the federal llevecharacterized by the
following figures: the technological process laafgproximately three months
and up to one million election commission memba&d @ore than 100 million
voters take part in the process.

And one more important and significant for the stcicharacteristic of
the GAS “Vybory” — the data collected with utilizan of system’s resources are
made available to the general public on the CERussia website in an on-line
mode. Complete election protocols data reflectimgevresults from each
election precinct are made available on the welnditde election commission
of subject of the RF not later than within 24 hoofsthe completion of the
voting. Thus, the GAS “Vybory” enables the gengunalblic to exercise effective

control over the determination of voting results.

Dear Colleagues!
The GAS “Vybory” of the Russian Federation inityalhad a national

status and was designed and developed as an integraf the state institute of
election commissions.

In January of this year a federal law was passatlishentirely dedicated
to the GAS “Vybory”. Thus, the significance of thgstem was acknowledged at



the legislative level, as were its status and modetilization. As far as we
know, there are no other laws like that in the @orl

As a result, the GAS “Vybory” has officially acged a new quality of a
state development instrument, a guarantor of reliability, objectivity and prsian
of the most important state process — that of coimnaly elections and referenda.

The GAS “Vybory” is an open, socially and politisaheutral system
functioning within the domain of the public law trdirectly affects interests of
the society and citizens. For the first time themdd law determined the
essence of a new means of public administratidns-riot an organization, nor
is it an institute of power, but a global speciedizautomated system.

This tool can be precisely and unambiguously datexdhand controlled
which is reflected in the new federal law. At treene time one should bear in
mind that the internal organization of the systemaot significant for the law. It
Is enough to know that the system adequately r@efscoperations in the order
accounted for by the normative documents adopteth&yCEC of Russia that
stem from the existing law. The system is a precseaking figuratively,
“clockwork” mechanism the permanent operation ofalwhs supported by the
obligatory observation of these acts.

| would now like to say a few words about the depetent prospects of
the GAS “Vybory”.

Today the automation of election processes in Russiers a new phase
of the stable progressive development on the badiscontemporary
achievements of information technologies. We untdadsthat the main goal of
the improvement of the GAS “Vybory” is to make theting process as
comfortable as possible for the end-users of trstesy, i.e., citizens of our
country. The system must serve the people who ¢ommeting stations; it must
be user-friendly and understandable for the ciizen

In this respect we consider that ensuring the caibpty of the GAS

“Vybory” with any reputable data collection techogy used in the process of



voting, be that ballot scanners, electronic sengomeans of voting, Internet-
based voting, or wireless telephone voting, is afethe most important
development directions for the system. It is truwsvéver that in latter cases
information security requirements must be increased it is understandable
and we are ready to do that. What is significane he that regardless of the
method used to collect initial data (voting resultise GAS “Vybory” will
provide an end-to-end support for the entire systémlection commissions of
the Russian Federation.

Finally, we consider the integration of digital s&jure technologies
which in the long run will afford electronic docunte created within the system
a legal status to be one of the significant diceiof the system’s development
(and this has been accounted for by the federablathe GAS “Vybory”).

Dear Colleagues!
| hope that this brief introduction to GAS “Vyboryias convinced you

that the entire experience of the development ef Russian election system
indicates that automation of election processas igrinciple not confined to
some “large calculator”. What is necessary is aught-through coherent
automation of the entire complex of election preessthat makes it possitile
realize norms of civilized democracy that cannot be maliaifga or controlled at
the contemporary level. This means — to ensure wxnaf truly free,
democratic, and fair elections, which is essentidlé main goal of our activities
as election officials.

Given that a project of pan-European legal and opeational standards
of electronic voting is being currently implementedwithin the Council of
Europe and in view of the fact that our Associatiorhas a consultative status
within the Council of Europe | suggest that we makeur contribution to the
solution of this important issue. In order to do tlat | suggest that a task

force be put together within the ACEEEO which could summarize



experiences of our countries in the automation ofiection processes in order
to develop open standards in this area on the basié both the existing laws

and draft legislation.

Thank you for your attention.



